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Fraudsters are getting smarter and sneakier!
That's why it's important to stay alert and protect
yourself when it comes to your personal and
banking information.

Here are a few friendly reminders to help you
stay secure.

Generic Cybersecurity Tips:

" Avoid clicking on suspicious links
Do not click on links in emails or text messages from
unknown or untrusted sources

4! Follow cybersecurity best practices

Use strong, unique passwords for each account, enable
multi-factor authentication, and avoid downloading or
opening unsolicited attachment or links

B Be cautious on social media
Avoid posting personal information that could help
sCammers guess your passwords or answer your security

questions

¥ If unsure, stop and verify
Talk to someone you trust or visit the official website of the
company before acting on any suspicious message




Travel Smart, Stay Secure!
% ATM Skimming

« Use secure ATMs for cash withdrawals located in Banks or malls

» It your card gets stuck in the ATM, immediately stop your
card through the Mobile App to prevent unauthorized use

@ POS Scam

Keep your card in sight and instead use contactless or mobile

wallet payments for added security




Travel Smart, Stay Secure!

! Be cautious from Fake Offerings
- Search the address online to verity it's a real accommodation

- Use only trusted travel booking platforms or

known travel websites

« Never send cash or wire transfers to individuals

« Make sure the business has a verified account and use secure

payme
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s too good to be true, it is probably fake

‘@' QR Code Phishing Alert

- Scammers may place fake QR codes (for example at

car parking meters or electric car charging meters) that

redirect you to look-alike payment sites to steal your info.

- Always check that the QR code is from a trusted source and

review the URL carefully before paying.




Other Types of Fraud:
«Z Beware of Phone Scams (Phishing)

» Scammers may call pretending to be from your bank,
tech support, or a government agency. They often
create a sense of urgency to pressure you into
revealing personal or financial information.

« Do not share account details, PINs, or one-time
passcodes over the phone.

» Hang up and call back using a veritied number
If you're unsure

/? Never share your one-time passcode (OTP)

» Do not share your passcode with anyone, especially
unsolicited callers or messages.

» Never install remote access software unless you are certain
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It's from a trusted source.




Online Activity / e-Commerce:

Look for secure websites
When shopping or banking online, check that the
website starts with “https://" and the page name

doesn't contain spelling errors or strange characters

¢~ Watch out for scam payment requests
Be cautious if someone asks you to pay via wire transfers,
prepaid gift cards, cryptocurrency, or cash—these are common

signs of fraud.

If you suspect fraud, please pause your card via the
mobile app and contact Boubyan call center immediately
on 1820082 from inside Kuwait

and +965 22282000 from outside Kuwait

Stay safe,
Boubyan Bank



